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Many physician practice
groups are wrestling with
the issue of controlled substance
use by physicians who are appli-
cants for positions with or
employees of the groups.
Dealing with physicians applying
for positions with a group is rela-
tively straightforward. Like any
other employer, a medical group
can require a physician applicant
to take a drug test as a condition
of employment. Indeed, in
today’s environment, particularly
with certain types of practice
groups where exposure to drugs
is constant, it would be prudent
to require such drug testing as a
condition of employment.

Any applicant who fails the
drug test, or refuses to take the
test, typically would be exclud-
ed from further consideration
for employment. Because of
existing federal and state laws,
employers, including medical
practice groups, are restricted
from inquiring into whether
applicants have physical, emo-
tional or mental disabilities. The
primary law dealing with this
issue is the Americans with
Disabilities Act of 1990 (ADA).

Most states and many localities
have parallel anti-discrimination
laws with respect to disabilities.

Under the ADA, a disability is:
(1) A physical or mental impair-
ment that substantially limits one
or more of the major life activi-
ties of such individual; (2) A
record of such impairment; or
(3) Being regarded as having
such impairment. However, the
ADA specifically provides that
its protections do not apply to an
applicant or an employee who is
currently engaged in the illegal
use of drugs. Therefore, appli-
cants who test positive on a drug
test and are therefore excluded
from employment may not assert
that they have a disability and
are being discriminated against
by the employer which rejects
the applicant for employment.

Likewise, a medical group can
institute a drug testing policy
which is applicable to current
employees as well. Typically,
such plans provide for periodic
testing of all employees, testing
randomly or suspicion-based
testing, i.e., testing an individual
when there is a reason to
believe that he or she is illegally
using drugs.

If the employee physician does
test positive, what then should
the employer do? Some employ-
ers depending on the length of
tenure of the employee and the
quality of the employee’s past
performance may opt to give the
employee another choice. That
is, require the employee to go
through a rehabilitation program
and stay clean in order to keep
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his/her job. During the time of
rehabilitation, typically, the
employee is suspended. If the
employee does not successfully
complete the program, he/she is
terminated. If the program is
successfully completed but the
employee when subsequently
tested by the employer tests posi-
tive, the employee is terminated.

The other option when an
employee tests positive is not to
give the opportunity for rehabili-
tation but to terminate the
employee immediately. Given
that in a medical practice there
is a heightened concern about
having a physician with
impaired abilities on staff, many
medical groups opt for the
immediate termination of physi-
cians who abuse drugs. If the
practice opts to terminate the
physician, it is advisable to do
so without qualification. That is,
the terminated physician should
not be led to believe that he
will have an opportunity for
reemployment some time in the
future. The reason for this is
explained by an unusual provi-
sion in the ADA.

Although as discussed above,
current drug users are not pro-
tected by the ADA, the ADA
does provide protection for indi-
viduals (who are otherwise qual-
ified for the job in question)
who have successfully complet-
ed a supervised drug rehabilita-
tion program and are no longer
engaging in the illegal use of
drugs, or have otherwise been
rehabilitated successfully, and is

Continued on page 2
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no longer engaging in such use.
Simply stated, this means that
an individual may not be
denied employment on the
basis that they were a drug
abuser in the past. Accordingly,
while an applicant for a position
may be drug tested for current
use, no inquiries may be made
with respect to any historic use
of drugs; such an inquiry would
violate the ADA.

The real quagmire exists with
respect to a physician who is
terminated for drug use from
employment, has completed a
rehabilitation program and now
seeks reemployment with his/her
former employer. If the employ-
er has a policy of not offering
reemployment to any employee
who was terminated for any rea-
son, one would think that would
be a sufficient basis for exclud-
ing an employee who was a for-
mer drug user as well. However,
the propriety of such an exclu-
sionary policy is currently unset-
tled due to a recent decision by
the Federal 9th Circuit Court of
Appeals, Hernandez v. Hughes
Missile Systems Company, 298 F.
3rd 1030 (9th Cir. 2002). In that
case, an employee who was
fired after testing positive for
cocaine successfully underwent
a rehabilitation program and
then reapplied for employment
with his former employer. He
was rejected based upon the
Company’s across-the-board pol-
icy of not rehiring employees
terminated for cause. The 9th
Circuit Court of Appeals over-
turned the decision of the
Federal District Court that had
held in the Company’s favor
and found that the policy
against rehiring former employ-
ees violated the ADA as applied

to former drug users. The
Court stated that if Hernandez
was no longer using drugs and
had been successfully rehabili-
tated, he could not be denied
reemployment simply because
of his past record of drug addic-
tion. The case was vacated and
remanded to the 9th Circuit by
the United States Supreme
Court in a decision issued on
December 2, 2003. The
Supreme Court took issue with
the burden on proof analysis
employed by the Circuit Court
and directed the 9th Circuit to
reconsider its analysis using the
appropriate factors. Unfortun-
ately, the Supreme Court did
not address the underlying issue
of the legality of refusing to
rehire someone terminated for
drug use in violation of compa-
ny policy.

Employers will not be able to
enforce their “no rehire” poli-
cies with assurance until the
issue is decided. This could be
particularly problematic for
medical practices since the
potential relapse of a physician
into drug use poses a danger
not only to himself but to
patients whom the doctor treats.
One can only speculate whether
the 9th Circuit will rule the
same way on remand. In any
event, currently there is no deci-
sional law invalidating such “no
rehire” policies.

An additional issue that arises
with respect to rehiring a termi-
nated physician for drug use is
the re-credentialing process. If
the doctor lost his credentials at
any hospital(s) where the med-
ical group has privileges, his
reemployment by the group
may have little meaning since
he would not be able to prac-
tice in the hospital(s) at which

the group provides services. If
the hospital(s) refuses to re-cre-
dential the physician, then the
employing medical group may
have an additional basis upon
which to refuse to continue the
rehired physician’s employment
- his inability to practice.

However, the hospital’s failure
to re-credential the rehabilitated
physician may expose the hospi-
tal to liability under ADA. In
addition to prohibiting discrimi-
nation based upon disability in
employment, another portion of
ADA prohibits discrimination
by a public accommodation.
The professional office of a
health care provider and a hos-
pital are considered public
accommodations. Although this
aspect of the ADA is most often
interpreted to apply to the use
of such facility by the public,
i.e., patients, there are both case
law authority and interpretive
decisions by the U.S. Justice
Department that physician staff
privileges at a hospital are
encompassed within ADA’s
public accommodation protec-
tion. Accordingly, the refusal of
a hospital to re-credential a
physician solely because a
physician used drugs in the past
may make the hospital vulnera-
ble to a claim of discrimination

by the physician.

Another aspect of the problem
is the potential conflict between
the ADA and the informed
consent doctrine. The informed
consent doctrine requires a
physician to disclose all risks,
benefits, etc. that are material
to patient’s evaluation of
whether to submit to the pre-
scribed treatment. If injury
results from the undisclosed
risk, lack of negligence on the
physician’s part is irrelevant.

In several jurisdictions, the rea-
sonable patient is the measure of
the degree of disclosure required
as opposed to measuring
whether the physician acted rea-
sonably and in compliance with
a medical standard. Application
of this type of standard ends up
measuring the reasonableness of
the patient’s expectations versus
the physician’s actions. The
effect of this standard results in a
relaxing of the injured patient’s
burden of proof, since a sympa-
thetic jury could find that a
physician had a duty to disclose
in the face of expert testimony
to the contrary. Further, some
jurisdictions require that physi-
cians disclose non-treatment
risks, such as HIV, success rates,
malpractice and substance abuse
[see Hiddings v. Williams, 578 So
2d 1192 (La. 1991); contra Albany
Urology Clinic, P.C. v. Cleveland,
528 SE. 2d 777 (Ga. 2000) and
Kaskie V. Wright, 528 A. 2d 213
(Pa. 1991)]. The Hiddings case is
particularly troublesome since
alcoholism is considered a pro-

tected disability under the ADA.

The coupling of the reasonable
patient standard for disclosure
with the requirement that
providerrisk be disclosed may
exacerbate the conflict between
ADA and state laws and the
informed consent doctrine.
How does the employer recon-
cile its duty to patients with its
exposure to a claim under
ADA and state laws?

Some of these issues will be
resolved shortly by the Courts;
others, practice groups will have
to deal with on a case-by-case
basis ultimately deciding based
on what is in the best interests of
their patients.
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Are Your Employees
Covered by the ADA?
New Guidance May
Say, “No”!

Daniel W. Peters, Esquire
Husch & Eppenberger LLC
Kansas City, Missouri

I. Introduction

A recent case decided by the
United States Supreme Court
may impact the determination
of whether physician practices
are subject to the Americans
with Disabilities Act (ADA) and
certain other laws which affect
employers based on the number
of its employees (such as Title
VII of the Civil Rights Act, the
Age Discrimi-nation in
Employment Act (ADEA), and
the Family and Medical Leave
Act (FMLA)). In Clackamas
Gastroenterology Associates, P.C. v.
Wells, No. 01-1435, 538 U.S. ___
(Apr. 22, 2003) the Court provid-
ed guidance in determining who
is an “employee” under the ADA.
In its decision, the Court deter-
mined that the common-law ele-
ment of “control” is the principal
guidepost that should be followed
in making this determination.

The case involved Deborah
Anne Wells who worked at
Clackamas Gastroenterology
Associates, PC, for eleven years
and was fired in 1997 because
of her disability, described as “a
debilitating tissue disorder.”
Wells claimed that she was
demoted, then forced to resign.
Wells sued the clinic under the
ADA, which bans discrimina-
tion against people with disabili-
ties, alleging that the employer
illegally terminated her employ-
ment based on her disability, in
violation of Title I of the ADA.
Title I of the ADA makes it
unlawful for a “covered entity”

to “discriminate against a quali-
fied individual with a disability .
..in regard to . . . discharge of
employees.” 42 U.S.C. §12112(a).
Wells argued that the ADA pro-
hibited Clackamas from termi-

nating her due to her disability.

The Court did not address
whether the clinic had discrimi-
nated against Wells, but instead
focused on whether the clinic
was large enough to be covered
under the ADA. When
Congress drafted the ADA, it
decided that it would be inap-
plicable to certain small busi-
nesses. According to the ADA,
small businesses are generally
defined as having less than fif-
teen employees. Specifically, an
“employer” is not covered by
Title I of the ADA unless its
workforce includes “15 or more
employees for each working day
in each of 20 or more calendar
weeks in the current or preced-
ing calendar year.” 42 U.S.C.
§12111(5)(A). The Clackamas
medical group had less than fif-
teen employees if the physicians
were not counted as employees,
and over fifteen employees if
the physicians were counted as
employees. The question presented
to the Supreme Court was whether
physicians actively engaged in the
corporation’s medical practice as
shareholders and directors of a
professional corporation are count-
ed as “employees” within the
meaning of the ADA.

The Clackamas group argued
that the owners of the business—
which included four doctors—
were not employees for purpos-
es of meeting the ADA employ-
ee threshold rule. The U.S.
Court of Appeals for the Ninth
Circuit had previously ruled
that the physician owners were
“employees” and that the clinic

therefore employed more than
the fifteen employee threshold
and was subject to the ADA.

II. Court’s Decision

The Court disagreed with the
prior decision and in a 7-2 deci-
sion held that the common-law
element of control is the princi-
pal guidepost to be followed in
deciding whether the four direc-
tor-shareholder physicians in
this case should be counted as
“employees.” Interestingly, the
Court determined that the
ADA’s definition of employee
(“an individual who is employed
by the employer”) is completely

circular and explains nothing.

Instead, the Court agreed to
apply Equal Employment Oppor-
tunity Commission (EEOC)
guidelines discussing both the
broad question of who is an “em-
ployee” and the narrower ques-
tion of when partners, officers,
members of boards of directors,
and major shareholders qualify
as employees, and listed the fol-
lowing six factors as relevant to
the inquiry whether a sharehold-

er-director is an employee:

e “Whether the organization
can hire or fire the individual
or set the rules and regula-
tions of the individual’s work.

¢ Whether and, if so, to what
extent the organization super-
vises the individual’s work.

¢ Whether the individual
reports to someone higher in
the organization.

e Whether and, if so, to what
extent the individual is able
to influence the organization.

e Whether the parties intended
that the individual be an em-
ployee, as expressed in writ-
ten agreements or contracts.

¢ Whether the individual
shares in the profits, losses,
and liabilities of the organi-
zation.” (EEOC Compliance
Manual §605:0009).

The Court commented, “The
mere fact that a person has a
particular titte—such as partner,
director, or vice president—
should not necessarily be used
to determine whether he or she
is an employee or a proprietor.
Nor should the mere existence
of a document styled ‘employ-
ment agreement’ lead inex-
orably to the conclusion that
either party is an employee.”
The answer to whether a share-
holder-director is an employee
for ADA purposes depends on
“all of the incidents of the rela-
tionship . . . with no one factor
being decisive.”

The Court noted several findings
from the trial court that weighed
in favor of the physicians being
viewed as shareholders and not
as employees: (1) they apparent-
ly control the operation of their
clinic, (2) they share the profits,
and (3) they are personally liable
for malpractice claims. Neverthe-
less, the Court did not reach a
conclusion on the issue of
employment status, because it
noted that there might be some
evidence in the record that con-
tradicted such conclusions.

III. Practical
Implications

The Clackamas case may have
some practical implications for
physician practices. If the
physician practice is a small
practice at or near the employee
threshold for the ADA or cer-
tain other employment related
laws, this decision may provide
the practice with some added

Continued on page 4
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legal flexibility in making diffi-
cult employment decisions. If a
practice is not subject to the
anti-discrimination laws of the
ADA, the group may have addi-
tional defenses to employment
litigation, or may be able to
make difficult employment deci-
sions that would otherwise be
prohibited by the ADA with
less risk and uncertainty. Keep
in mind, some state discrimina-
tion laws do not apply the same
employee thresholds as their
federal law counterparts. In fact,
most state discrimination laws
have jurisdictional thresholds
that are less than fifteen
employees, such as Missouri,
which has a six employee
threshold. It is necessary to
check applicable local laws to

know what state laws provide.

In a footnote, the Court com-
mented that the meaning of the
term “employee” comes into
play both (i) when determining
whether an individual is an
“employee” who may invoke
the ADA’s protections against
discrimination in “hiring,
advancement or discharge,”
and (ii) when determining
whether an individual is an
employee for purposes of the
fifteen-employee threshold.
This may mean that based
upon the common-law test
described in the Clackamas
case, a physician-shareholder
may be found not to be cov-
ered by the employment dis-
crimination laws of the ADA,
irrespective of whether the
practice meets the employee
threshold or not. As mentioned
above, compliance with certain
other federal laws such as the
FMLA or ADEA are also

based upon having a certain

number of employees, and like-
ly command the same analysis.

According to the Supreme
Court’s new guidance in
Clackamas (and similar guidance
offered in Devine v. Stone, Leyton
& Gershman, P.C., 100 F. 3d 78
(8th Cir. 1996)), to be classified
as owners, shareholders must
actually have the authority to
make management decisions
and must share in profits.
Medical practices that want to
remain under a jurisdictional
limit should structure their busi-
ness operation to show that
each shareholder has authority
in management decision-mak-
ing. Professional corporations
can keep minutes of votes, be
sure their communications or e-
mails do not suggest that some
shareholders are without author-
ity, and establish records reflect-
ing that each shareholder pos-
sesses all the incidents of owner-
ship. For example, a physician
shareholder could have the
authority, singly or with others,
to terminate employees, make
decisions on contracts, and so
forth. Each of those factors
weigh against a physician-share-
holder being counted as an
“employee” according to the
law decided by this case. Of
course, there may be other non-
employment business reasons
why some of these rights or
decisions should be limited
among the shareholders.
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Physicians Beware:
What Every Physician
Should Know About
the OIG Compliance
Program Guidance for
Pharmaceutical
Manufacturers

Ann T. Hollenbeck, Esquire
Honigman Miller Schwartz &
Cohn LLP

Detroit, Michigan

n April 28, 2003, the

Department of Health and
Human Services (DHHS) Office
of Inspector General (OIG)
issued the Final Compliance
Program Guidance for Pharma-
ceutical Manufacturers (CPG).
This CPG, which was issued in
draft form on October 3, 2002,
is intended to help companies
that develop, manufacture, or
sell pharmaceutical drugs or
biological products (pharmaceu-
tical manufacturers) identify
risky practices and promote
compliance with federal health-
care program rules. While the
guidance is tailored for imple-
mentation by pharmaceutical
manufacturers, the nature of the
compliance issues described in
the CPG potentially implicates
hospitals, physicians, and all
other healthcare providers that
do business with the federal
healthcare programs. No one in
the healthcare industry, particu-
larly physicians, can afford to
ignore it.

While the CPG is somewhat
similar to the draft compliance
guidance issued in October
2002, it includes expanded dis-
cussions of risk areas and addi-
tional insights on compliance
strategies. As in the draft com-
pliance guidance, the CPG
focuses on the three following
specific risk areas that are of

current concern and interest to
the enforcement community
because of their potential for
fraud and abuse.

I. Data Integrity

Because many federal and state
healthcare programs establish
reimbursement rates for phar-
maceuticals using price and
sales data furnished by pharma-
ceutical manufacturers, the
knowing submission of false,
fraudulent, or misleading infor-
mation is a violation of federal
law under the False Claims Act!
and potentially the federal Anti-
Kickback Statute2. All reported
prices must accurately take into
account price reductions, cash
discounts, free goods contingent
on a purchase agreement,
rebates, up-front payments,
coupons, goods in kind, free or
reduced-price services, grants,
and other price concessions.

II. Kickbacks and Other
Illegal Remuneration

The OIG makes clear its con-
cern about potential kickback
schemes between pharmaceuti-
cal manufacturers and health-
care providers as it is by far the
lengthiest discussion of compli-
ance risks in the CPG.
Although the Anti-Kickback
Statute ultimately turns on a
party’s intent, the OIG provides
a two-step analysis for determin-
ing whether an arrangement
presents a significant potential
for federal healthcare program
abuse. These steps are applica-
ble to a physician’s relationship
or arrangement with a pharma-
ceutical manufacturer and are
set forth as follows from the
physician’s perspective. First,
the physician should identify
any and all compensation or
other payment relationships

he/she (including his/her group,
partners, employees, employer
or agents) has with a pharma-
ceutical manufacturer to which
he/she (or his/her group, part-
ners, employees, employer or
agents) is in a position to refer
or recommend business payable
in whole or in part by a federal
healthcare program. Second,
the physician should determine
whether any purpose of the
compensation or other payment
relationship may be to induce
or reward the referral or recom-
mendation of business payable
by a federal healthcare pro-
gram. In addition, the OIG
encourages consideration of the
following questions: Does the
arrangement skew clinical deci-
sion-making? Does the arrange-
ment have the potential to
increase costs to the federal
healthcare programs, beneficiar-
ies, or enrollees? Does the
arrangement have a potential to
cause over-utilization? Does the
arrangement raise patient safety
or quality concerns? The CPG
continues by highlighting the
following “known areas” of
potential risk:

¢ Discounts: reductions in
price for pharmaceuticals are
allowed, but must be proper-
ly reported and managed
under the Anti-Kickback
Statute safe harbor applica-
ble to discounts.

e Product Support Services:
support services provided by
pharmaceutical manufactur-
ers are allowable so long as
they have no substantial
independent value to the
purchaser.

e Educational Grants: grant
funding for educational activ-
ities is allowed, but funding
conditioned on the purchase

of products implicates the
Anti-Kickback Statute even if
the educational or research
purpose is legitimate.

Research Funding: when
pharmaceutical manufactur-
ers contract with purchasers
of their products to conduct
research activities, such rela-
tionships should be struc-
tured to fit within the per-
sonal services safe harbor? of
the Anti-Kickback Statute
(i.e., payments for research
services should be fair mar-
ket value for legitimate, rea-
sonable, and necessary serv-
ices). Further, research should
be supervised by the scientific
or grantmaking area of the
pharmaceutical manufacturer,
not by the sales and market-
ing department.

Formularies: while the OIG
recognizes that formularies
are a well-established tool for
the effective management of
drug benefits, it warns that
the clinical efficacy and
appropriateness of formulary
drugs must be paramount to
the consideration of costs.
Further, the OIG views any
payments, whether direct or
indirect, to members of for-
mulary committees or to
pharmacy benefit managers,
as suspect under the Anti-
Kickback Statute.

Relationships with
Physicians: if gifts, meals,
entertainment, etc. are pro-
vided to physicians with the
intent to generate business to
a federal healthcare pro-
gram, the OIG warns that
the Anti-Kickback Statute
will be violated despite a
legitimate additional purpose
(such as physician educa-

Continued on page 6
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tion). The OIG states that an
arrangement must fit square-
ly within an Anti-Kickback
Statute safe harbor to be
protected. Those not falling
within a safe harbor should
be reviewed with the follow-
ing factors in mind: the
nature of the relationship
between the parties, the
manner in which the remu-
neration is determined, the
value of the remuneration,
the potential federal pro-
gram impact of the remuner-
ation, and potential conflicts
of interest.

Switching Arrangements:
cash payments from pharma-
ceutical manufacturers to
physicians who switch pre-
scriptions to the manufactur-
ers’ products are suspect and
in the opinion of the OIG
“clearly implicate” the Anti-
Kickback Statute.4

Consulting and Advisory
Payments: fair market value
payments to physicians or
other healthcare providers
for bona fide services are
unlikely to raise concerns;
however, compensating per-
sons to attend meetings in a
passive capacity is suspect.
Compensation relationships
with physicians for services
connected directly or indi-
rectly to a manufacturer’s
marketing and sales activi-
ties, such as speaking, cer-
tain research, or perception
or shadowing services are
suspect. In particular, ghost-
written papers or speeches
implicate the Anti-Kickback
Statute. The OIG specifically
states that a full disclosure of
a conflict of interest will not
eliminate the risk of violating

the Anti-Kickback Statute.
Physicians should structure
relationships with pharma-
ceutical manufacturers to
comply with a safe harbor
whenever possible. And, the
OIG suggests that physician
services arrangements be
periodically reviewed to
ensure that: the arrangement
is set forth in writing, there
is a legitimate need for the
services, the services are pro-
vided, the compensation is at
fair market value, and all of
the preceding facts are docu-
mented prior to payment.

III. Pharmaceutical
Samples

The provision of pharmaceutical
samples is a widespread indus-
try practice that can benefit
patients. However, the
Prescription Drug Marketing
Act of 19875 governs the use of
pharmaceutical samples and for-
bids their sale. According to the
CPG, recent government
enforcement activity has focused
on instances where pharmaceu-
tical samples were provided to
physicians who, in turn, sold
them to patients or billed them
to federal healthcare programs
on behalf of patients.

In today’s environment of
increased OIG scrutiny of cor-
porate conduct and increasingly
large expenditures for prescrip-
tion drugs, healthcare providers
should proceed with caution
before entering into arrange-
ments with pharmaceutical man-
ufacturers. The CPG can be
accessed and printed through
the OIG website at
http://oig.hhs.gov/fraud/
complianceguidance.html. An
additional helpful compliance
resource is the PhARMA Code of
Interactions with Healthcare

Professionals, a voluntary code
promulgated by the Executive
Committee of the Pharmaceu-
tical Research and Manufact-
urers of America, which
became effective July 1, 2002. It
is available on PhARMA’s web-
site at www.phrma.org. The
PhRMA Code provides addi-
tional guidance for evaluating
relationships between pharma-
ceutical manufacturers and
providers. Arrangements that
fail to meet the minimum stan-
dards set forth in the PhRMA
Code are likely to receive
increased scrutiny from the

OIG and other regulators.

Endnotes

1 31 US.C. § 372933.
2 42 US.C. § 1320a7b(b).
3 42 CFR. § 1001.952(d).

4 See the OIG’s 1994 Special
Fraud Alert at 59 Fed. Reg. 65372,
Dec. 19, 1994.

5 91 US.C. 353(c)(1).
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Inside Physician Organizations:
Avoiding the Predictable—Physician Practice Merger Failure
C. Kay Ireeman

President

Health Systems Strategies
Atlanta, Georgia

hysician practice mergers are easier to put together than they

are to live with. Lawyers representing physicians contemplat-
ing a merger should not ignore this fact and its impact on the
subsequent success or failure of the merger.

Physicians, driven by declining reimbursement and narrowing
recruitment capability, are turning to mergers as a means to sus-
tain current compensation and the opportunity to prosper in an
adversarial environment. This is particularly true of physicians in
solo or small group practice.

Mergers between physician practices can result in reduced over-
head expense and can strategically position the merged entity to
achieve a sustained competitive edge. Can is the crucial word.
Factually, most physician practice mergers do not achieve their
intended objectives. Further, very few merged physician groups
know or reach their full potential.

Multiple underlying factors limit a merged group’s ability to real-
ize its intended objectives and full potential, or worse, can precip-
itate its subsequent demise. Lawyers representing practices
exploring mergers should have a clear understanding of these
factors and their adverse impact. Further, lawyers should incor-
porate strategies for preventing or removing such factors before
merger documents are executed.

The lawyer’s position in physician practice mergers presents an
opportunity for them to take the initiative early in the process to
identify if one or more of these adverse factors are present and
to recommend strategies for removing or minimizing their
impact. Lawyers, therefore, could likely decrease the incidence of
partial and total merger failure by taking the initiative in identify-
ing and addressing these underlying factors before they become
problematic. Underlying factors include those illustrated below:

* Driving Merger Objective. Some lawyers’ and consultants’ view is
that the driving merger objective should be the maximum autonomy
permitted under the regulations governing physician practice merg-
ers. Such views disregard the fact that merged groups whose driv-
ing objective is to integrate to the degree required to achieve their cur-
rent and future full potential are better positioned to thrive rather
than merely survive in an adversarial practice environment.

* Resistance to Change. Physicians have a strong resistance
against change not inspired by sustained conflict, crisis, or a
federal mandate.

e Agreements Not Implemented. Physicians agree to make
required changes thinking that they will never Aave to actually

make them. The resulting adverse effect is compounded by the
failure of lawyers and consultants to identify, address, and dispel
this flawed thought process.

Failure to Identify Differences. Physicians, lawyers, and consult-
ants fail to take the time to factually identify and analyze indi-
vidual practice characteristics and concomitant failure to recon-
cile differences before they enter into a merger.

Unmet Expectations. These are generally caused by the failure
to identify each individual physician’s un-communicated merger
expectations and priorities and the failure to turn diversity into
realistic, unified, achievable expectations before entering into a
merger. This can result in conflict caused by the failure to iden-
tify each merger participant’s short and long term expectations
of the other and the failure to reconcile diverse expectations
before entering into a merger.

Approving Internal Agreements After Merger. Some lawyers
and consultants believe that certain internal agreements can be
developed and approved affer entering into a merger. However,
this view ignores the reality that it is, in fact, the development
and approval process of internal agreements that expose un-
communicated diversity, precipitate conflict, and foster subse-
quent merger failure.

Deficient Merger Organization and Governance Structures. The
use of traditional structures perpetuates the deficiencies and lim-
itations of those structures in the new entity. Vision and strategy
skills should be employed to design structures that strengthen a
merged group’s ability to meet the needs and challenges that
are unique to merged groups.

Apathy Regarding Merged Physician Interaction. Physician
interaction plays a key role in determining the mergers success
or demise. The failure to address the major physician interface
issues with practices before they merge and the absence of writ-
ten physician interaction policy, foster dysfunctional and failed
mergers.

Reluctance to Address Sensitive Issues. Physicians have an aver-
sion to addressing sensitive issues during merger feasibility and
development based on their fear of offending peers and concern
about the effect it could have on the pending merger. Likewise,
lawyers and consultants might avoid handling and addressing sen-
sitive issues based on their unwillingness to risk offending a client
or worse, termination.

Continued on page 8

healthlawyers.org 7
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* Deficient/Unrealistic Business Plans. One key to a successful
merger is having a business plan that has been thoroughly
thought out and discussed among the parties. A deficient and/or
unrealistic business plan can lead to a failed merger.

* Inadequate Merger Feasibility Process. This process requires
input and review by all parties. This can also lead to the reluc-
tance of physicians, lawyers, and consultants to declare merger
incompatibility when feasibility findings indicate strong or irrec-
oncilable incompatibility.

e Underlying Conflict of Interest. Conflict of interest issues can
arise primarily with consultants’ whose underlying objective is to
provide post merger administration, accounting, and/or billing
services. If this is the case, findings and recommendations pre-
sented by the consultant should be carefully scrutinized to rule
out compromised objectivity.

* Weak Merged Group Administration. Weak administration
post-merger can be caused by physicians’ tendency to seek
administrators inclined to tell them what they want to hear
rather than what they should be told. Weak administration
should be addressed and strongly advised against early in the
merger process.

* Merger Factors. The decision to merge is driven by five domi-
nant factors: (i) Fear; (ii) Competitive edge; (iii) Economic sur-
vival; (iv) Current trend; and (v) Power. These five factors create
both opportunity and risk. The degree of risk or opportunity
experienced is determined by:

* The level of importance lawyers and consultants assign to
each factor;

* Their knowledge regarding each factor’s impact on mergers;

* Their willingness to factually identify which factor(s) applies to
the individual practices participating in the merger; and

* The degree of success achieved in reconciling diversity and neu-
tralizing each factor’s adverse effect.

e The Myth—Presence of Advisors. Physicians believe that if
lawyers and/or consultants are present in the transaction, physi-
cians can meet and through general discussion can identify
and resolve their respective concerns and differences. History
and experience demonstrate that physicians in the same prac-
tice rarely disclose their actual views and thoughts to one
another in meetings with or without advisors present.
Therefore, it is illogical to assume that they would do so when
participating in general discussion with another or multiple
practices with or without advisors present.

This myth’s effect typically does not emerge until affer the
merger, when physicians discover that mergers are easier to put

together than they are to live with, and that change is a requirement
not an option. Experience further demonstrates that formal, facil-
itated structured fact finding sessions are the most effective way
to factually identify, address, and reconcile individual physi-
cians’ expectations, views, and concerns.

Physician practice organizations seemingly have learned through
their experience with practice management companies that they
cannot abdicate their own responsibility for practice economic and
operations stability. If true, physicians will take the only path left
for them to sustain if not improve current compensation levels and
to grasp opportunities when they emerge. This path is consolida-
tion of practice resources through mergers.

This being the case, lawyers representing physician practice organi-
zations should make a conscious effort to delve into the intersanc-
tum of merged groups to become more knowledgeable regarding
the challenges merged groups face after the documents are execut-
ed and the lawyers and consultants have departed to await the pre-
dictable call from the group reporting that they have encountered
internal turbulence. In short, doing it right the first time will obvi-
ate the incidence and severity of internal turbulence experienced.

Physician Organizations Practice Group
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The HIPAA Security
Regulations: What
Physician Practices
Should Be Doing Now!
John P. Murdoch II, Esquire
Wilentz Goldman & Spitzer PA
Eatontown, New Jersey

n February 20, 2003, the

federal Department of
Health and Human Services
(DHHS) adopted final regula-
tions pursuant to the Health
Insurance Portability and
Accountability Act of 1996
(HIPAA) to protect patient
health information (PHI) main-
tained or transmitted electroni-
cally (HIPAA Security
Regulations).! The HIPAA
Security Regulations require
those persons or entities desig-
nated as “covered entities” to
implement basic safeguards to
protect electronic PHI from
unauthorized access, alteration,
deletion, and transmission.3 The
regulations supercede contrary
state law provisions,* and as
such, establish a minimum level
of security.®

While the HIPAA Security
Regulations will become effec-
tive April 20, 2005,% such regu-
lations should be closely ana-
lyzed under the “mini-security
rule” contained in the privacy
regulations adopted under
HIPAA Privacy Regulations,7
which requires covered entities
to implement appropriate
administrative, technical, and
physical safeguards.® As such,
while compliance with the
HIPAA Security Regulations is
not yet required, the standards
in the HIPAA Security
Regulations serve as guidance
by offering appropriate safe-
guards that should be imple-
mented by a physician practice
that is a covered entity

(Practice), as part of its policies
and procedures required under
the HIPAA Privacy Regulations
“mini-security rule.” Further, the
Practice will likely require at
least a year to fully analyze the
HIPAA Security Regulations,
evaluate the Practice, implement
the standards, and effectively
evaluate the effectiveness of
such standards. As such, the
Practice should not wait until
April 2005 to implement the
HIPAA Security Regulations.
Instead, it should begin now!

I. General HIPAA

Security Regulations’
Requirements

A. Covered Entities

Persons or entities that meet the
definition of a covered entity
must comply with the HIPAA
Securities Regulations.? Covered
entities are defined as:

* health plans,
* healthcare clearinghouses, and

* healthcare providers who
transmit any health informa-
tion in electronic form in con-
nection with a covered trans-
action. 10

Such covered transactions
include the following:

* healthcare claims or equiva-
lent encounter information,

healthcare payment and

remittance advice,

coordination of benefits,

healthcare claim status,

enrollment and disenrollment
in a health plan,

eligibility for a health plan,

health plan premium payments,

referral certification and
authorization,

e first report of injury,
¢ health claims attachments, and

¢ other transactions that the
Secretary of the DHHS may
prescribe by regulation.11

The definition of a covered enti-
ty is the same under the HIPAA
Privacy Regulations and the reg-
ulations governing standard
electronic transaction code sets
under HIPAA Electronic
Transactions and Code Set
Regulations.

B.  Covered Information

The HIPAA Security
Regulations protect the confi-
dentiality, integrity, and avail-
ability of electronic PHI.12
These regulations define elec-
tronic PHI as individually identi-
fiable health information that is
transmitted or maintained in
electronic media.!3

DHHS has noted an exception
to electronic PHI for informa-
tion not in an electronic format
before transmittal.1* Examples
of this exception include infor-
mation transmitted via a tele-
phone or facsimile (either by
voice or a DTMP tone pad). As
such, paper-to-paper faxes, per-
son-to-person telephone calls,
and messages left on voice mail
are excluded from the definition
of electronic PHI.!> Please note
that all electronic PHI main-
tained or transmitted by the
Practice is covered under the
HIPAA Security Regulations,
even if such information is never
transmitted to a third party.

II. Overview

In addition to general require-
ments, the HIPAA Security
Regulations can be broken
down into three broad cate-
gories including administrative,

physical, and technical safe-

guards. In each of these broad
categories, various standards
exist for ensuring the security of
electronic PHI, which are dis-
cussed below. Most standards
have at least one implementa-
tion specification that is either
“required” or “addressable.”
While required specifications
must be adopted by the Practice
by April 21, 2005, the Practice
must conduct the following
analysis with respect to address-
able specifications:

* Assess whether the implemen-
tation specification is a rea-
sonable and appropriate safe-
guard in the Practice’s envi-
ronment when analyzed in
connection with reference to
the likely contribution of pro-
tecting the Practice’s electron-
ic PHI,16 and

As applicable to the Practice

(a) implement the specifica-
tion if reasonable and appro-
priate, or

(b) if implementation of the
specification is not reasonable
and appropriate:

(i) document the reasons
for such a conclusion and

(i) implement an equivalent
alternative measure if rea-
sonable and appropriate.17

The Practice must consider sev-
eral factors, including but not
limited to, risk analysis, risk mit-
igation strategy, existing security
measures, and cost of imple-
mentation.!8 Therefore, each
addressable specification must
be closely examined and suffi-
cient documentation must be
prepared and maintained to
demonstrate the basis for the
decision and alternative meas-

Continued on page 10
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Continued from page 9

ures taken, if any. The key in
this regard is to document good
faith efforts to comply with the
HIPAA Security Regulations.

The general requirements
imposed upon the Practice under
the HIPAA Security Regulations

include the following:

* Ensure the confidentiality,
integrity and availability of all
electronic PHI that the
Practice creates, receives,
maintains or transmits,19

* Protect against any reasonably
anticipated threats or hazards
to the security or integrity of
such electronic PHI,20

* Protect against any reason-
ably anticipated uses or dis-
closures of such electronic
PHI that are not permitted or
required under the HIPAA
Security Regulations,?! and

* Ensure compliance with the
HIPAA Security Regulations
by its workforce.22

DHHS noted that it received
numerous comments to the pro-
posed HIPAA Security
Regulations. The comments
confirmed the basic assumption
that covered entities affected by
the final regulations are varied
in size, installed technology,
resources, and relative risk.23 As
such, it is impossible to establish
a specific set of requirements
that could be used by all cov-
ered entities.24 Therefore,
DHHS, in the adoption of the
final HIPAA Security
Regulations, permits greater
flexibility in implementation of
the final regulations than initial-
ly permitted in the proposed
regulations.?> As such, the
Practice may use any security
measures that allow it to reason-

ably and appropriately imple-
ment the standards and imple-
mentation specifications in the
HIPAA Security Regulations.26
While evaluating the exact secu-
rity measures to implement, the
Practice must take into account
the following:

e the Practice’s size, complexity,
and capabilities,

e the Practice’s technical infra-
structure, hardware, and soft-
ware security capabilities,

* the cost of security meas-
ures, and

e the probability and criticality
of potential risks to electron-
ic PHI.27

Finally, the Practice is required to
review and modify, as needed,
the measures taken to comply
with the HIPAA Security Reg-
ulations in order to continue pro-
viding reasonable and appropri-
ate protection of electronic PHI28

The HIPAA Security Regulations
require the Practice to implement
two general standards regarding
its practices and procedures:

1. Policies and procedures. The
Practice must implement rea-
sonable and appropriate poli-
cies and procedures to comply
with the standards, implementa-
tion specifications, or other
requirements of the HIPAA
Security Regulations. The
Practice may change its policies
and procedures at any time,
provided that the changes are
documented and are imple-
mented in accordance with the

HIPAA Security Regulations.29
2. Documentation.

* The Practice is required to
maintain the policies and
procedures implemented to

comply with the HIPAA

Security Regulations in writ-
ten or electronic form,30 and

e If an action, activity, or assess-
ment is required by the
HIPAA Security Regulations
to be documented, the
Practice must maintain a writ-
ten or electronic record of
such action, activity, or assess-
ment.3! This standard has
three required implementa-
tion specifications:

(a) Time limit. The Practice
must retain such documenta-
tion for at least six (6) years
from the date of its creation
or the date when it last was
in effect, whichever is later.32

(b) Availability. The Practice
must make such documenta-
tion available to those persons
responsible for implementing
the procedures to which the
documentation perta.ins.33

(c) Updates. The Practice
must periodically review such
documentation, and update
as needed, in response to
environmental or operational
changes affecting the security
of the electronic PHI.34

A. Administrative Safeguards

The first broad category under
the HIPAA Security Regulations
is the implementation of admin-
istrative safeguards.3> Admini-
strative safeguards are defined
as administrative actions, and
policies and procedures, to
manage the selection, develop-
ment, implementation, and
maintenance of security meas-
ures to protect electronic PHI
and to manage the conduct of a
covered entity’s workforce in
relation to the protection of
such information.36 The admin-
istrative safeguards can be bro-
ken down into the following
nine standards:

1. Security management
process

2. Assigned security responsi-
bility

3. Workforce security

4. Information access manage-
ment

5. Security awareness and
training

6. Security incident proce-
dures

7. Contingency plan
8. Evaluation

9. Business associate con-
tracts and other arrange-
ments

These standards and the rele-
vant implementation specifica-
tions are discussed below.

1. Security management process.
The Practice is required to
implement policies and proce-
dures to prevent, detect, con-
tain, and correct security viola-
tions.3” This standard is the
starting point for the Practice’s
initial and ongoing efforts to
comply with the HIPAA
Security Regulations. As tech-
nology is continually evolving,
so must the Practice’s policies
and procedures be continuously
reviewed and revised to address
past experiences and future
risks. This standard contains
four required implementation
specifications.

(a) Risk analysis. The
Practice is required to con-
duct an accurate and thor-
ough assessment of the
potential risks and vulnera-
bilities to the confidentiality,
integrity, and availability of
its electronic PHI.38 The
Practice may find it helpful
to consider several factors

10
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when conducting such an
assessment. The Practice
should conduct a thorough
review of its technologies
and document all of its
efforts to assess the risks and
vulnerabilities to electronic
PHI, and should document
all meetings, discussions,
etc., taken to make this
assessment. The Practice
should also focus its efforts
towards eliminating or reduc-
ing threats to the security of
its electronic PHI in the
order of severity of the risks.

Perhaps one of the greatest
threats to the security of
electronic PHI will likely
come from past and present
workforce members and may
be due to intentional or
unintentional conduct. Past
and present members may
have the greatest access to
the Practice’s electronic PHI
and may be able to do the
greatest amount of damage
very quickly. The Practice
should evaluate such risks
and tailor its compliance
efforts accordingly. After
past and present workforce
members, vendors such as
software consultants, billing
companies, etc., will likely
have the next greatest access
to the Practice’s electronic
PHI. Next, persons and enti-
ties with no direct connec-
tion to the Practice, such as
computer hackers, must be
considered. Also, the
Practice should also consider
other threats to the security
of electronic PHI such as
natural disasters and risk of
war and/or terrorism.

DHHS notes that a thor-
ough and accurate risk
analysis would consider all

of the relevant losses that
would be expected if securi-
ty measures were not in
place.3? Such relevant losses
include those caused by
unauthorized uses and dis-
closures of electronic PHI
and the loss of data in-tegri-
ty that would be expected
to occur if the HIPAA
Security Regulations’
requirements were not
implemented.40

In its comments, DHHS ref-
erences the National Institute
of Standards and Technolo-
gy (NIST) Special Publication
(SP) 80030 (NIST SP 800-
30).4! This publication
includes a chapter on Risk
Assessment and a chapter on
Risk Mitigation. NIST SP 800-
30 sets forth a nine-step risk
assessment methodology.*2
The Practice is encouraged to
review this publication as part
of its risk analysis.*3

(b) Risk management. The
Practice is required to
implement security meas-
ures that are sufficient to
reduce the risks and vulner-
abilities to a reasonable and
appropriate level.#4

(c) Sanction policy. The
Practice is required to apply
appropriate sanctions against
its workforce members who
fail to comply with the its
security policies and proce-
dures.*® For consistency and
clarity, such policies and pro-
cedures should be consistent
with the Practice’s sanctions
adopted pursuant to the
HIPAA Privacy Regulations.

(d) Information system activity
review. The Practice is
required to implement proce-
dures to regularly review

records of information sys-
tem activity such as audit
logs, access reports, and
security incident tracking
reports.#0 DHHS notes that
the purpose for this require-
ment is to promote the peri-
odic review of internal secu-
rity controls.*’ The extent,
frequency, and nature of
such reviews should be
determined by the Practice’s
security environment.48

2. Assigned Security Responsibility.
Although the Practice is
required to identify a security
official (Security Officer)
responsible for the development
and implementation of policies
and procedures required by the
HIPAA Security Regulations,*
there are no implementation
specifications established to use
as a standard. If the Security
Officer is also be the Privacy
Officer appointed pursuant to
the HIPAA Privacy Regulations,
the Practice might consider
requiring the Security Officer
report to the Privacy Officer to
facilitate consistency in the
Practice’s application of its poli-
cies and procedures.

3. Workforce Security. The Practice
is required to implement policies
and procedures to ensure that its
workforce members have appro-
priate access to electronic PHI
and to prevent workforce mem-
bers who do not have access from
obtaining the right to use electron-
ic PHLY This standard has three
addressable implementation speci-
fications:

(a) Authorization and/or super-
vision. If implemented, this
specification would require
the Practice to employ pro-
cedures for the authorization
and/or supervision of work-
force members who work

with electronic PHI and loca-
tions where it might be
accessed.?! The Practice
must consider the appropri-
ate supervision and/or
authorization level for every
point of access to electronic
PHI for the Practice. On-site
and offssite locations must
also be considered.

The size of the Practice will
significantly influence whether
the Practice implements this
specification. For example, a
Practice with only one physi-
cian whose staff only consists
of the physician’s spouse may
not need to implement this
s.pecificaﬁon.g’2

(b) Workforce clearance proce-
dure. This specification, if
implemented, would require
the Practice to employ proce-
dures to ensure that a work-
force member’s access to elec-
tronic PHI is appropriate.53
The need and the extent of
the Practice’s screening
process for members of its
workforce should be based on
an evaluation of the risk, cost,
benefit, feasibility, and other
protective measures that
exist.>* Further, the size of the
Practice is a relevant consider-
ation. For example, a formal
clearance procedure would
likely not be reasonable or
appropriate for a Practice con-
sisting of a single physician
whose only workforce mem-
ber is the physicians’ spouse.?

(c) Termination procedures.
This specification, if imple-
mented, would require the
Practice to employ proce-
dures for terminating access
to electronic PHI.%0 As dis-
cussed above, former work-
force members present one

Continued on page 12
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of the greatest threats to the
security of the Practice’s
PHI. As such, the Practice
should carefully consider
implementing this specifica-
tion and considering all of
the required actions that
must be taken by the
Practice including, but not
limited to, changing comput-
er password(s) of the entire
staff and changing physical
locks to the offices.

4. Information access manage-
ment. The Practice must imple-
ment policies and procedures
to authorize access to electron-
ic PHI consistent with the
HIPAA Privacy Regulations.®’
The two addressable imple-
mentation specifications that
apply to the Practice include
the following:8

(a) Access authorization. This
specification, if implemented,
would require the Practice to
employ policies and proce-
dures for granting access to
electronic PHI through, for
example, access to a worksta-
tion, transaction, program,
process, or other mechan-
ism.%Y Consideration should
be given to conducting credit
and criminal background
checks before granting per-
mission to an employee to
access electronic PHI.

This implementation specifica-
tion is sensitive to the size of
the Practice. For example, a
single physician Practice with
a staff of one person may
determine that it is unreason-
able and inappropriate to
implement this specification.

(b) Access establishment and
modification. This specifica-

tion, if implemented, would
require the Practice to
employ policies and proce-
dures that, based upon the
Practice’s access authoriza-
tion policies, establish, docu-
ment, review, and modify a
user’s right of access to a
workstation, transaction, pro-
gram, or process.®0

5. Security awareness and training.
The Practice is required to
implement a security awareness
and training program for its
workforce members.%! Such
training applies to all of the
Practice’s workforce members,
including management. Further,
such training must be reasonable
and appropriate to each member
of the workforce necessary to
enable each member to com-
plete his other functions for the
Practice.52 Please note that every
person who has access to the
Practice’s electronic PHI must be
advised as to the appropriate
security measures to reduce
improper access, uses, and dis-
closures.63 Even persons with
access of limited duration, for
example, only one day, must be
trained.64 However, such training
should be tailored as appropri-
ate. Further, training is not limit-
ed to a single occurrence such as
an orientation program, but is
intended as an ongoing, ever-
evolving process.65 Please note
that while training is required to
be provided to the Practice’s
workforce, there is no require-
ment that training be provided
to any of the Practice’s business
associates.00

In its comments, DHHS also
recommends NIST SP 800-16,
Information Technology Security
Training Requirements, A role
and performance base model,
April 1998, as an “excellent

source of information and guid-
ance on this subject.”67

(a) Security reminders. This
specification, if implemented,
would require the Practice to
provide periodic security
updates.68 The Practice
should consider incorporating
such updates with general pri-
vacy reminders as part of its
ongoing compliance with the

HIPAA Privacy Regulations.

(b) Protection from malicious
software. This specification, if
implemented, would require
the Practice to adopt proce-
dures for guarding against,
detecting, and reporting
malicious software.%9 Due to
the relatively low cost for
software to protect against
viruses, it may be unreason-
able for the Practice to not
implement this specification,
at least in part.

(c) Log-in monitoring. This
specification, if implemented,
would require the Practice to
employ procedures for moni-
toring log-in attempts and
reporting discrepancies.70

(d) Password management.
This specification, if imple-
mented, would require the
Practice to employ proce-
dures for creating, changing,
and safeguarding pass-
words.”! The Practice should
consider changing passwords
at least monthly. In addition,
the Practice should ensure
that all passwords are “alpha-
numeric,” i.e., contain both
letters and numbers to make
“cracking” the passwords
more difficult.

dents.”2 This standard has one
required implementation specifi-
cation:

Response and Reporting. The

Practice must:

* identify and respond to sus-
pected or known security
incidents,

* mitigate, to the extent prac-
ticable, harmful effects of
security incidents that are
known to the Practice, and

¢ document security inci-
dents and outcomes.”3

DHHS recognizes that this speci-
fication is an integra.l component
of a security program.74 Please
note that this specification does
not require that the Practice
report any incidents to any gov-
ernmental agencies, including
DHHS.”> How-ever, the Practice
may want to consult with legal
counsel to determine when such
reporting to a governmental enti-
ty may be necessary.

7. Contingency plan. The Practice
is required to establish, and
implement as needed, policies
and procedures for responding
to emergencies or other occur-
rences (for example, fire, vandal-
ism, system failure, and natural
disaster) that damage systems
containing electronic PHL76 This
standard has the following imple-
mentation specifications:

(a) Data backup plan. The
Practice is required to estab-
lish and implement proce-
dures to create and maintain
retrievable exact copies of
electronic PHL.77 Such pro-
cedures may involve daily
backup of electronic PHI to
a secure offsite location.

6. Security incident procedures.
The Practice is required to
implement policies and proce-
dures to address security inci-

(b) Disaster recovery plan. The
Practice is required to estab-

12
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lish, and implement as need-
ed, procedures to restore any
loss of data.”8 DHHS notes
that recent events, including
those that occurred on
September 11, 2001, demon-
strate the significance of such
planning.”¥ Further, DHHS
considers this specification to
be a reasonable precaution.80

(c) Emergency mode operation
plan. The Practice is
required to establish, and
implement as needed, proce-
dures to enable the continua-
tion of its critical business
processes for protection of
the security of electronic PHI
while operating in emer-
gency mode.8!

(d) Testing and revision proce-
dures. This specification, if
implemented, would require
the Practice to employ proce-
dures for periodic testing and
revision of its contingency
pla,ns.82 The Practice may
consider coordinating such
testing to correspond with
tests of its privacy practices.

(e) Applications and data
criticality analysis. This spec-
ification, if implemented,
would require the Practice
to assess the relative critical-
ity of specific applications
and data in support of
other contingency plan
components.g3

8. Evaluation. The Practice is
required to perform a periodic
technical and nontechnical
evaluation that establishes the
extent to which the Practice’s
security policies and proce-
dures meet the requirements of
the HIPAA Security Regula-
tions.84 Such evaluation should
initially be based upon the
standards implemented under

the HIPAA Security Regul-
ations and, subsequently, would
be in response to environmen-
tal or operational changes that
affect the security of the
Practice’s electronic PHI.

9. Business associate contracts and
other arrangements. The Practice
may permit a “business associ-
ate” to create, receive, maintain,
or transmit electronic PHI on
behalf of the Practice, only if
the Practice obtains satisfactory
assurances that the business
associate will appropriately safe-
guard such information.8> A
business associate is defined as
a person who:

(a) On behalf of a covered
entity, other than in the
capacity of a member of the
workforce of such covered
entity, performs, or assists in
the performance of:

* a function or activity
involving the use or disclo-
sure of individually identi-
fiable health information,
including claims process-
ing or administration, data
analysis, processing or
administration, utilization
review, quality assurance,
billing, benefit manage-
ment, practice manage-
ment, and repricing,

e any other function or
activity regulated by the
HIPAA Privacy
Regulations, or

(b) Provides, other than in
the capacity of a member of
the workforce of such cov-
ered entity, legal, actuarial,
accounting, consulting, data
aggregation, management,
administrative, accreditation,
or financial services to or for
such covered entity, or to or
for an organized healthcare

arrangement in which the
covered entity participates,
where the provision of the
service involves the disclo-
sure of individually identifi-
able health information from
such covered entity or
arrangement, or from anoth-
er business associate of such
covered entity or arrange-
ment, to the person.86

This standard has one
required implementation
specification.

Written contract or other
arrangement. The Practice is
required to have a written
contract or other arrange-
ment with the business asso-

ciate that meets at a mini-
mum, four requirements.
The business associate must
agree to:

implement administrative,
physical, and technical
safeguards that reasonably
and appropriately protect
the confidentiality, integri-
ty, and availability of the
electronic PHI that it cre-
ates, receives, maintains,
or transmits on behalf of
the Practice,87

ensure that any agent,
including a subcontractor,
to whom it provides such
electronic PHI agrees to
implement reasonable and
appropriate safeguards to
protect it,88

report to the Practice any
security incident of which
it becomes aware,3 and

authorize termination of the
contract by the Practice, if
the Practice determines that
the business associate has
violated a material term of
the contract.%

B. Physical Safeguards

The second broad category
under the HIPAA Security
Regulations is the implementa-
tion of physical safeguards.
Physical safeguards are defined
as physical measures to protect
electronic information systems
and related buildings and equip-
ment from natural and environ-
mental hazards and unautho-
rized intrusion.9! Such safe-
guards go beyond the security
of electronic PHI and extend to
the Practice’s facility, which
includes the physical premises
and the interior and exterior of
a building.92 As can be under-
stood by reviewing the specific
standards and relevant specifica-
tions, implementation is highly
fact sensitive and must be tai-
lored to the Practice’s facility.
The physical safeguards can be
broken down into the following
four standards:

1. Facility access controls

2. Workstation use

3. Workstation security

4. Device and media controls

1. Facility access controls. The
Practice is required to imple-
ment policies and procedures to
limit physical access to its elec-
tronic information systems and
the facility or facilities in which
systems are contained, while
also ensuring that properly
authorized access is allowed.%3
The implementation specifica-
tions for this standard are all
addressable and are set forth
below:

(a) Contingency operations. This
specification, if implemented,
would require the Practice to
establish (and employ as
needed) procedures that

Continued on page 14
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allow facility access in order
to restore lost data under the
disaster recovery plan and
emergency mode operations
plan in the event of an emer-
gency.9

(b) Facility security plan. This
specification, if implemented,
would require the Practice to
employ policies and proce-
dures to safeguard its facility
and equipment from unautho-
rized physical access, tamper-
ing, and theft.9 If the Practice
shares space in a building, the
impact of other person’s
and/or entity’s security plan
should be considered.%

(c) Access control and valida-
tion procedures. This specifi-
cation, if implemented, would
require the Practice to employ
procedures to control and val-
idate a person’s access to its
facility based on the person’s
role or function.9 This speci-
fication includes visitor con-
trol and control of access to
software programs for testing
and revision.%8

(d) Maintenance records. This
specification, if implemented,
would require the Practice to
employ policies and proce-
dures to document repairs
and modifications to the phys-
ical components of a facility
that are related to security (for
example, hardware, walls,
doors, and locks).%

2. Workstation Use. The Practice
must implement policies and
procedures that specify the prop-
er functions to be performed,
the manner in which those func-
tions are to be performed, and
the physical attributes of the sur-
roundings of a specific worksta-

tion or class of workstation that
can access electronic PHI.100 A
workstation is defined as an elec-
tronic computing device (for
example, a laptop or desktop
computer) or any other device
that performs similar functions,
and electronic media stored in
its immediate environment.10!
Therefore, workstations that are
used outside of the Practice’s
facility must also be considered
when addressing this standard.

3. Workstation Security. The
Practice is required to implement
physical safeguards for all worksta-
tions that access electronic PHI in
order to restrict access to author-
ized users.102 The appropriate
safeguards will depend upon the
Practice’s risk analysis and risk
management programs.103

4. Device and media controls. The
Practice must implement poli-
cies and procedures that govern
the receipt and removal of hard-
ware and electronic media that
contain electronic PHI in and
out of a facility, and the move-
ment of such items within the
Practice’s facility.104

(a) Disposal. The Practice
must implement policies and
procedures to address the
final disposition of electronic
PHI, and/or the hardware or
electronic media on which
electronic PHI is stored.!05
Merely deleting electronic
PHI is usually not sufficient
to ensure that all electronic
PHI is removed.

(b) Media re-use. The Practice
is required to implement pro-
cedures for removal of elec-
tronic PHI from electronic
media before such is made
available for re-use.106

(c) Accountability. This specifi-

cation, if implemented, would

require the Practice to main-
tain a record of the move-
ments of hardware and elec-
tronic media and any person
responsible for the same.107

(d) Data backup and storage.
This specification, if imple-
mented, would require the
Practice to create a retriev-
able, exact copy of electronic
PHI, when needed, before
movement of equipment.108
The exact data that the
Practice needs to backup
and the operations necessary
to facilitate such backup
should be determined by the
Practice’s risk analysis and
risk management process-
es.109 However, the informa-
tion that should be preserved
as part of the backup process
should be sufficient to
enable the Practice to contin-
ue operating business “as
usual” despite the occur-
rence of an event that causes
loss or destruction of infor-
mation. 10

C. Technical Safeguards

The third broad category
under the HIPAA Security
Regulations is the implementa-
tion of technical safeguards.
Technical safeguards are
defined as the technology and
policies and procedures for the
use of technology that protects
electronic PHI and controls
access to electronic PHI.1!1
Such safeguards consist of the
following five standards:

1. Access control
2. Audit controls
3. Integrity

4. Person or entity authenti-
cation

5. Transmission security

1. Access control. The Practice is
required to implement technical
policies and procedures for elec-
tronic information systems that
maintain electronic PHI to allow
access only to those persons or
software programs that have
been granted access rights.!12

(a) Unique user identification.
The Practice is required to
assign a unique name and/or
number for identifying and
tracking user identity.!13

(b) Emenrgency access procedure.
The Practice is re-quired to
establish, and implement as
needed, procedures for
obtaining necessary electronic
PHI during an emergency.!!4

(c) Automatic logoff. This
specification, if implemented,
would require the Practice to
employ electronic procedures
that terminate an electronic
session after a predetermined
time of inactivity.11

(d) Encryption and decryption.
This specification, if imple-
mented, would require the
Practice to employ a mecha-
nism to encrypt and decrypt
electronic PHI.116

2. Audit controls. The Practice is
required to implement hardware,
software, and/or procedural
mechanisms that record and
examine activity in information
systems“7that contain or use
electronic PHI.!18 DHHS notes
NIST SP 800-14 Generally
Accepted Principles and Practices
Jor Securing Information
Technology Systems and NIST SP
800-33 Underlying Technical
Models for Information Technology
Security as potential references in
implementing this standard:!19

3. Integrity. The Practice is
required to implement policies
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and procedures to protect elec-
tronic PHI from improper alter-
ation or destruction.!20 This
standard has only one imple-
mentation specification that is

addressable.

(a) Mechanism to authenticate
electronic PHI. This specifica-
tion, if implemented, would
require the Practice to
employ electronic mecha-
nisms to corroborate that
electronic PHI has not been
altered or destroyed in an
unauthorized manner.121

4. Person or entity authentication.
The Practice is re-quired to imple-
ment procedures to verify that a
person or entity seeking access to
electronic PHI is the one
claimed.122

5. Transmission security. The
Practice is required to imple-
ment technical security meas-
ures to guard against unautho-
rized access to electronic PHI
that is being transmitted over
an electronic communications
network.123

(a) Integrity controls. This
addressable implementation
specification, if implemented,
would require the Practice to
employ security measures to
ensure that electronically
transmitted electronic PHI is
not improperly modified
without detection until dis-
posed of.124

(b) Encryption. This specifica-
tion, if implemented, would
require the Practice to imple-
ment a mechanism to encrypt
electronic PHI whenever
deemed appropriate.12>

In conducting an assessment of
the Practice, do not focus entire-
ly on its technology. The first
review should be made of

administrative issues that do not
require changing current tech-
nology. Further, determine what
technology is needed based on
the Practice’s needs. Resist the
urge to expend unreasonable
amounts on technology that is
not appropriate. If you are using
a consultant, do not become
“victimized” by unnecessary
fears that force you to acquire
technology that you either do
not need or want for the
Practice. It is my sincere hope
that Practices reviewing this arti-
cle will better understand their
obligations under the HIPAA
Security Regulations.

Finally, make sure that all of your
efforts to comply with the
HIPAA Security Regulations are
reflected in your HIPAA Privacy
Policies and Procedures Manual.

III. Conclusion

DHHS has noted in the com-
mentary to the adoption of the
HIPAA Security Regulations
that it plans to issue guidance
documents in the future. A
Practice is encouraged to peri-
odically check the DHHS web-
site at www.aspe.hhs.gov/
admnsimp in order to obtain a
copy of such guidance materials
as soon as it is listed.

Please note that in the com-
ments to the HIPAA Security
Regulations, DHHS points out
that a number of voluntary
national and regional organiza-
tions have been formed to
address implementation issues
under various HIPAA regula-
tions.!26 One such organization
is the Workgroup for Electronic
Data Interchange (WEDI).127
WEDI was named in the
HIPAA statute as an organiza-
tion that would consult with the
Secretary of DHHS regarding

HIPAA issues.!28 DHHS also
notes that the Strategic National
Implementation Process (SNIP)
was developed under the aus-
pices of WEDL!29 Such organi-
zations, including WEDI, have
developed white papers, tools,
and best practices for address-
ing various HIPAA standards,
including privacy and security
standards,!39 and some of these
products may be useful in
implementing the HIPAA
Security Regulations stan-
dards.13! A partial list of such
products can be found at
www.wedi.org/snip. DHHS notes
that while such products may
provide valuable assistance in
implementing the security stan-
dards, it did not endorse any
such products and that the user
must determine the appropriate-
ness of such products.!32

While the effective date for the
HIPAA Security Regulations is
April 20, 2005, the Practice
should begin the process of
implementing the requirements
now. As discussed above, it will
take at least one year to proper-
ly implement the HIPAA
Security Regulations. In addi-
tion, under the HIPAA Privacy
Regulations “mini-Security Rule,”
many of the HIPAA Security
Regulations would be appropri-

ate to implement immediately.
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Building A “High
Performance”
Messenger Modeling
Engine for Physician
Practices

Barney Hebert, JD

Eron Reid, CPA

Horne CPA Group
Hattiesburg, Mississippi

When it comes to reimburs-
ing healthcare providers
for their services, insurance
companies have long held the
advantage. Standing alone, each
provider clinic, whether large or
small, has little if any leverage
to negotiate higher reimburse-
ment from the insurance compa-
ny. In the early 1990s, some
believed that by joining forces
into a single network, e.g., an
Independent Physicians
Association (IPA) or Physician-
Hospital Organization (PHO),
providers could create sufficient
leverage that would lead to
stronger, more effective negotiat-
ing power. Time showed, how-
ever, that while such joined
forces could deliver greater effi-
ciencies and financial savings,
the tables could not be so easily
turned in terms of the core
reimbursement challenges.
Today, a stronger case can be
made for a different vehicle—a
properly constructed messenger
model—as the key to shifting
reimbursement into high (and
more effective) gear.

I. Understanding the
Model

While many providers believe
that the main purpose of a mes-
senger model organization is to
negotiate higher reimbursement
with managed care organiza-
tions, the fact is anti-trust regula-
tions prohibit these organiza-
tions from collectively setting

fees in the marketplace. When
designed and used properly,
however, messenger model
provider organizations create
value for their members by pro-
viding a wealth of information
concerning managed care con-
tracting; information that, in
turn, leads to the improvement
in negotiating power that was

originally sought.

By consistently receiving infor-
mation concerning fees, contract
terms, and payer profiles, mem-
bers are able to make more
informed decisions such as
whether to participate in dis-
counted fee-for-service contracts.
Physicians armed with the
appropriate data are also more
likely to be successful in negoti-
ating contracts that offer higher
reimbursement rates by payers.
If correctly created, the messen-
ger model serves as an analyti-
cal tool which each network
provider can use independently
from his/her/their competitors to
make a more informed decision
whether to optin or opt-out of a
potential discounted fee-for-serv-
ice contract offer. Simply stated,
properly constructed messenger
model engines assist provider
organizations in winning the
race against payers.

II. Pros and Cons of
Format Alternatives

Creating a messenger model
includes deciding the format in
which fee information will be
messaged to providers. IPA and
PHO members must supply the
messenger with minimum fees
they are willing to accept from
payers. The most common
methods for messaging mini-
mum reimbursement amounts
are the following: for the mem-
bers to determine and convey
their minimum fees for their top

20 CPT codes; for them to con-
vey their minimum Medicare
multiples by CPT code sub-sec-
tion; or for them to convey their
minimum block conversion fac-
tors based on Ingenix RVUs by
CPT code sub-section. The
advantages and disadvantages
of each method are a follows:

A. Minimum Fees for Top 20
CPT Codes

Advantage: Physicians are very
familiar with their highest rev-
enue producing codes and
often request reimbursement
information for these codes
from payers. For the majority
of specialties, the top 20 pro-
ducing CPT codes account for
approximately 80% of the physi-
cian’s revenues. Therefore, this
is a very straightforward model.
The messenger simply forwards
the payers proposed allowables
for the top 20 CPT codes as
compared to the minimum fees

provided by the physician.

Disadvantage: The messenger
model becomes difficult to
maintain. Depending on the size
of the provider organization the
database of top CPT codes may
be in excess of 1,000 codes.
Certain specialties such as radi-
ology have to provide in excess
of 100 CPT codes in order to
capture at least 80% of their rev-
enues. Often times, the majority
of contracts have to be mes-
saged to the entire network due
to a handful of CPT codes in
which the payers’ offer is below
the physician’s minimum fee.

B. Minimum Medicare Multiples
by CPT Code Sub-Section

Advantage: Physicians are accus-
tomed to benchmarking their
fees using the Medicare fee
schedule. The physician simply

provides the messenger with the

minimum Medicare multiple
they are willing to accept from
payers for each applicable CPT
code sub-section. In recent
years, several payers have
aligned their fee schedule with
Medicare, basing their reim-
bursement on a percentage of
the Medicare fee schedule.
Therefore, this methodology
potentially increases the efficien-
cy of the messenger to facilitate
contracts between the provider
organization and payer.

Disadvantage: The process of set
ting the initial minimum per-
centage is more complicated
than just providing a minimum
fee. In addition, many physi-
cians do not agree with the
methodology that Medicare uses
in setting fees and therefore, do
not want their minimum reim-
bursement amounts associated
with the Medicare fee schedule.
For certain specialties such as
pathology and psychology, the
minimums based on Medicare
are not applicable and carve-
outs have to be created.

C. Minimum Block Conversion
Factors by CPT Code Sub-Section

Certain provider organizations
utilize block conversion factors
based on Ingenix RVUs in set-
ting minimum fees. For exam-
ple, the physician may provide
a block conversion factor of 6.5
for all codes appearing in the
Evaluation and Management
CPT code sub-section. In order
to determine the physician’s
minimum fee for CPT code
99213, you would simply multi-
ply 6.5 by Ingenix’s RVU of
10.0 resulting in a minimum
reimbursement amount of $65.

Advantage: Using this methodol-
ogy is similar to minimums
based on Medicare multiples
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and it is easier for the messenger to facilitate contracts. In addition,
RVUs determined by Ingenix are not influenced by politics and
therefore some codes are easier to understand and are considered
more reliable by some physicians.

Disadvantage: Block conversion factors and Ingenix RVUs are not
as well recognized as the Medicare fee schedule. Therefore, when-
ever implementing this messaging strategy a considerable amount
of training on the front-end is required. In addition, some payers
have to be educated concerning the use of this methodology.

III. Conclusion

While there is no one perfect model for messaging physicians mini-
mum reimbursement amounts, the following key points should be
considered in choosing a messaging strategy:

* Insure that your messenger model is abiding by the letter of the
law and is not allowing physicians to collectively bargain with

payers.

* Align your messenger model with your market. For example, if
the majority of your physician members have a low Medicare
payer mix, then you would not want to implement a model
based on Medicare multiples.

* Most importantly, make sure that physicians understand the
model and are in agreement with the way in which pricing infor-
mation is being messaged, and can (or cannot) be messaged, in
accordance with applicable law.
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